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Abstract: Inthe mid to late 80’s researchers identified that most of the system failures are caused
by user errors. That led to the development of user centered designs (UCD) to enhance usability
of interfaces which in turn mitigates user induced errors. In our research we conjecture that
usability will also affect the user acumen in dealing with sensitive/critical data and information.
We observe that dynamic working conditions along with the user’s physical and emotional state
have significant impact upon the usability and security of the system. In order to address this
problem, we developed a Cognitive and Context-Aware Framework (CCF) that determines user’s
affective state, cognitive load, and context information. This enables applications to make real-
time decisions to improve usability, security, or simply enhance user experience. The CCF
framework constantly captures and analyzes user’s biometric data (e.g. pupilometric indices of
cognitive load), environmental analysis, location and time. The CCF can be used to develop a
variety of applications that want to make decisions based upon user’s current affective states and
context. In this talk, we present the overview of the framework along with a dynamically adaptable
user interface as an example of CCF application. We will also discuss other potential applications
of CCF.
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